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ABSTRACT

This paper presents methods to boost the clagsificaate in decision fusion with partially redumianformation. This is
accomplished by utilizing the information of knovmisclassifications of certain classes to systeraliyionodify class
output. For example, if it is known beforehand tteetl A misclassifies class 1 often as class 2n ihappears to be prudent
to integrate that information into the reasoninggasss if class 1 is indicated by tool B and class @served by tool A.
Particularly this preferred misclassification infoation is contained in the asymmetric (cross-catiah) entries of the
confusion matrix. An operation we call “cross-ctation” is performed where this information is eifily used to modify
class output before the first fused estimate isutated. We investigate several methods for crosetation and discuss the
advantages and disadvantages of each. We thentigptpncepts introduced to the diagnostic realraravfve aggregate the
output of several different diagnostic tools. Wewthow the proposed approach fits into an infororafiision architecture
and finally present results motivated from diagngsin-board faults in aircraft engines.
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1. INTRODUCTION

To accommodate particular classification requiretsiedifferent classification tools are sometimewved@ped either in
parallel or sequentially resulting from a need iiocreased class coverage or for better classificagierformance. The
stipulation to use several tools arises in parbse often times any one tool cannot deal witltladses of interest at the
desired level of accuracy. Other reasons includehfbtoric use of particular tools that do not haxpansion capabilities,
limited resources to develop a comprehensive dieagon tool addressing all issues, etc. In addititools’ classification
capabilities are impacted differently by environtarchanges. While the resulting patchwork approatght achieve
optimization at particular local level, it mightuslthe picture for other existing classifiers doecbnflicting information.
There is a potential benefits gained by taking stesy-level view. Such a system-level scheme gatiedscombines the
results of different classification tools to maximithe advantages of each one while at the same rimimizing the
disadvantages. This fusion scheme holds the protmideliver a result that is better than the bestilt possible by any one
tool employed. In part this can be accomplishethbse redundant information is available, whichmbembined correctly
improves the estimate of the better tool and corsates for the shortcomings of the less capable ktmhever, there is no
substitute for a good classification tool and, padily, multiple, marginal-performance tools do meicessarily combine to
produce an improved result and in fact may workeroutcomé

There are several traditional approaches that dé#l aggregation of information. Weighted averagiatiempts to
compensate for poor tool decisions by smoothinglweiinferior performers. However, the trade ofthiat good information
succumbs to the bad information in the processaapdrticular tool's superior performance for sorfasses is sacrificed. In
voting schemes, the tools decide jointly on thalfioutput through a majority vote but encounterilsinproblems as the
weighted averaging because several poor perforoarsalways outvote a good tool. Bagging and bogstiy to address
some of those problems. Pattern recognition appesasuch as neural networks can be employed tgmeeopatterns of
behavior that may lead to correct decisions. Howef/éhe input to the tools is not available te ttusion tool and the output
pattern looks similar for different input scenaritd®e neural network fusion may not perform satisfely. Dempster-Shafer
reasoning is widely used for fusion tasks whereesdvinformation sources are aggregated using Demigsrule of
combination. However, it is imperative to propdik/the meaning of the underlying belief functidmscause the suitability
of the rule depends on the correct coriteMiodel-based approaches consist of a sequendepsf for validation and conflict
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resolution, among others. The method shown by Mekod Masch uses multiple models of known (or suspected)
behavioral patterns to establish degrees of colptibetween data and hypothesis. It enforcedepemces over the set of
candidates (by removing candidates that violatsghgreferences), and iterates through a cycle o§img and deleting
within a set of associated hypotheses for thatlmonSequential and parallel multi-layered configiions employ a number
of diagnostic tools in a sequential and paralledhfan for the refinement of the initial class fountlizing a priori
probabilistic performance information about the Isoavhich is used to calculate an error probabilithe individual
classifiers have the current input pattern as aglthe class index of the preceding layer as impriables. A fuzzy fusion
schemes described in Loskiewicz-Buczak and Uhiilizes the generalized mean andoaout. The fusion scheme fuses the
first two sensors, defines the confidence of tieefudecision, and then continues to fuse additesradors. If the confidence
drops, the step is reversed. Finally,canut (depending on the particular class) determihesxact class.

We address the overall fusion problem using a Aleytred solution approach. This approach breakptoblem down into
the three major components pre-processing, anabsispost-processing. Each component containsadeue-modules. In
this paper we propose a method that manipulatemh# to the analysis part of the fusion tool astpf the preprocessing
component.

2. INFORMATION USED AND FUSION ARCHITECTURE

In the sections below we will discuss the informatused for the fusion tool and the architectur¢hef proposed fusion
scheme.

2.1 Information used in fusion scheme

The fusion tool makes use of the output coming ftbheclassifiers, non-classification informatioruszes, and a priori tool
performance information. The latter correspondsflarmation that is attainable through experimantsimulations.

The confusion matrix of the classification toolstlige primary source of a priori information for th&ormation fusion
scheme described herein. The confusion matrixpsréormance measure for the individual classifaatiools. It lists the
observed classes versus the estimated classesiseadhclasses are enumerated, it is possiblbtroinformation not only
about the correctly classified states, but alsautlite false positives (FP), false negatives (M false classified (FC)
states. In our representation of the confusion imatie rows list the actual classes, the colunststhe estimated classes.
Note that the class Gepresents the normal (“null”) condition. The diagl entries of the confusion matrix represent the
correctly classified cases. The first row — exdéptfirst entry — contains the FP. The first columaxcept the first entry —
contains the FN. The off-diagonal elements — extleptFP and FN — are the FGable 1shows the normalized confusion
matrix for a classification tool where the resulismivided by the number of experiments for eaels<cI The classes are
denoted as Qwhere n={0, ..., 6}.

Table 1: Confusion Matrix used as Input for bottsiga and IFM run-time version

A ~ A

C, C, C, C, C, C, C.

C, 0.7525 0.0010 0.0150 0.0290 0.0320 0.0020 0.0710
C, 0.0020 0.6733 0.1440 0.0290 0.0860 0.0010 0.0080
C, 0.0580 0.0010 0.7921 0.0190 0.0190 0.0020 0.0160
C, 0.0260 0.0010 0.0340 0.4851 0.4220 0.0020 0.0030
C, 0.1170 0.0010 0.0060 0.1600 0.6337 0.0010 0.0460
C. 0.0040 0.0010 0.0590 0.0620 0.0270 0.7327 0.0280
C 0.1410 0.0010 0.0200 0.0040 0.0150 0.0200 0.7228

[}

2.2 Fusion architecture

Generally, our fusion tool is divided into threenq@onents - pre-processing, analysis, and post-psowe Each component
consists of several modules that are designedpoowve the fusion task at harfelgure 1shows the general fusion tool layout.
Within the data pre-processing component, the DmtiSmoothing and Decision Forgetting modules penffunctions to



eliminate outliers, feed more reliable data to ¢thee fuser, and deal with temporal decision distoFtie cross-correlation
module (shaded) is discussed in this paper. Theutsiof the pre-processing component are modifiagscestimates that
reflect partially integrated information about &opir tool performance. Next, the modules of ther&iehical core fuser
aggregate the modified inputs. Finally, the resats polished in the post-processing to allow betterpretation for the
user. The individual modules and their design @seussed in Goebl
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Figure 1: Fusion Components

3. CROSS-CORRELATION METHODOLOGY

We postulate that there is information in a prefdrimisclassification. That is, if it is known befband that tool A
misclassifies class 1 often as class 2, then ieafpto be prudent to integrate that informatida the reasoning process if
class 1 is indicated by tool B and class 2 is olskiby tool A. This information is contained in theymmetric (cross-
correlation) entries of the confusion matrix. Aneogtion we therefore call “cross-correlation” isrfpemed where this
information is explicitly used to modify class outp To perform cross-correlation, we first compateross-correlation
matrix A for each classifier and then pre-multiply the sifisr output with it. Three methods are discusbetbw for the
computation ofA.

3.1 Method 1: Factoring out cross-correlations
Here, A is calculated by using the negative normalizedfusion matrix with the diagonal elements set to.doet the
confusion matrixC for a certain tool in a 3 class situation be

Ci Go Gg
C=|Cy Cp Cy (1)
G G Gy

ThenA is obtained as



1 ~Cp TCp
A=[a;]=|-c, 1 -cy4 (2)
~Cy TGy 1
Let the output vector from the tool in question [M?,Vz,vs]. The modified outputs corresponding to the thlesses are

computed aswv = (AvT )T yielding:

w, =1lv, —C,,V, —C5V, (3)
W, = —C,V; +1IV, —C,5v; (4)
Wy = =GV — GV, +10V, ®)

Further, any wthat is negative as a result of the above caliculas set to zero. To understand the effect of tperation,
consider w. One of the terms that constitute it is C,,V, . v, represents the ‘confidence’ of the tool in the dtresis that
the class in question belongs to clasg,2represents the historic ‘probability’ that the togikclassifies class 1 as class 2. So
the modifying factor—c,,v, discountghe confidence in class 1 based on the negatitteegbrobability of misclassification of

class 1 as class 2. The effect of this operatidhds side-effects of cross-correlation are factaret before the first fused
estimate is calculated. After this, the tool ouspate multiplied by the corresponding class rdliigds which are suitably
scaled to ensure that classes that are recognizexhlip a few tools are not at a disadvantage whenpared to classes
recognized by many tools. The aim of the latterafien is to ensure a more balanced comparison.

For illustrative purposes, an example case withdbkstand 3 possible classes will be presented.s€aked readings from the
tools are (arranged as class 0, class 1, and2)Jass

Table 2: Tool outputs
ClassO0 Class1l Class?2

ToolA 0.6 0.8 0.3
ToolB 0.5 0.4 0.7

The output from the cross-correlation module isithe
Table 3: Output from the cross-correlation modubethod 1)
Class0 Class1l Class?2

Tool A 0.582 0.720 0.100
ToolB  0.227 0.195 0.700

This modification needs to be viewed in the cont#fxihe confusion matrices, which for this examgie shown in Tables 4
(tool A) and 5 (tool B).

Table 4: Confusion Matrix for tool A
ToolA Est.Class0 Est.Class1 Est. Class 2

Class0 0.95 0.01 0.04
Class1 0.10 0.80 0.10
Class2 0.20 0.10 0.70

and for tool B:
Table 5: Confusion Matrix for tool B

ToolB Est.Class0 Est.Class1 Est. Class 2
Class0 0.60 0.01 0.39
Class1 0.39 0.60 0.01
Class2 0.01 0.01 0.98




Using the results from tool B as an example, we semthat the input estimate for class 2 (Tabled the highest (0.7),
followed by class 0 (0.5), and class 1 (0.4). Ttvefesion matrix for tool B (Table 5) shows thatsd# is correctly classified
in 98% of the cases. Class 1 is correctly claghidiely in 60% of the cases and class 1 is misdladsas class 0 in 39% of
the time. As a consequence, the cross-correlatiocepure recognizes this “pattern” and downgrabesstimates for class
0 and class 1 proportional to their misclassifimat{while also taking into account the classifioatand misclassifications
for class 0), resulting in a significant downgraglof the confidence for class 0 and class 1 (séxdeT2), but not for class 2.
The same procedure is undertaken for tool A.

3.2Method 2; Factoringin cross-correlations

The zero thresholding operation in method 1 caispime cases, skew the relative confidences inlétsse&s. To circumvent
this issue, we introduce a modified different schenith a claim that it is more intuitive. Wil=[c;] being the confusion
matrix as before, we define the cross-correlatiatrinA =[a;] as

A=R*C (6)
Here,Ris called the relevance equalization matrix anaf ihe form

rr, 0 O
R=[0 r, O (7)
0 0 r,

Eachr; is the relevance equalization factor for clas:d @his operation suitably boosts the confusionrimatntries
corresponding to those classes that are weaklgsepted by the tools. Eaghis computed by using the information about
the extent of representation of class i by thest@id is derived from the confusion matrices aevid. Letr(t,i) be the
“relevance” or “extent of representation” of clasy tool t. Then define

r,i)=1 if c_max;, =07 wherec_mayx ;, = maxc;) for tool t; anda, =argc_max ,)
]
2
r,i)= ZC_max i if0.5<c_max;, <07 wherec_max;, = maxg;)for tool t; anda, = argc_max ,)
p= v n n j#m .
. (8)
r,i)= ZC_max ik if0.3<c_max;, <05 wherec_max;,= max (c;)for tool t; anda, = argc_max ;)
k:]. ” n n j¢l71¢a2 n
4
r,i)= ZC_max ik if c_max,, <03 wherec_max;, = max (c;)for tool t
k=1 o . . jzmzazza3

The representation of class i by all the toolhesdomputed a&; r(t,i). The equalization factar for class i is then computed
as

max r (t,i)
= It— 9
S ©)
t
By definingr; in this way and using equation (6), we ensure legesentation of all classes. Oncentsaare obtained, we
geta; =c;-r; and the modified outputs are calculateadvas (AV').

W = ayV; +a,V, +a, (10)
Wy = @yV; + 8V, + 85V (11)
W = 8V + 8V, + 855V5 (12)

Consider w; . One of the terms that constitute it &,v, =r,C,v,. V, represents the ‘confidence’ of the tool in the
hypothesis that the class in question belongsasscP.a,, represents the historic ‘probability’ (suitably difeed) that the
tool misclassifies class 1 as class 2. So the wiodiffactor a;,v, strengthenshe confidence in class 1 based on the
probability of misclassification of class 1 as sl&by factoringn cross-correlations. Note that the operation resultan



overall reduction of the class confidences bec#lusg are scaled between zero and one. The abovatigpeis smooth in
the sense that the relative confidences in thewartlasses are continuously modified based ofadn@iinformation.

Using the confusion matrices described in thetilatsre example above, (with = [1,1,1]) the output for the two tools is:

Table 6: Output from the cross-correlation modubethod 2)
Class0 Class1l Class?2

ToolA 0.59 0.730 0.410
ToolB  0.577 0.442 0.695

It becomes immediately apparent that this methabisas drastic as the first method.

3.3 Method 3: Fuzzy implementation of method 2

With the proposed scheme as the basis, we develapiedzy version of the cross-correlation stagechEaf the three
components in equations (6 - 8) is termed a maific component. The fuzzy scheme entails perfagrttie modification
based on a simple fuzzy rule based system. Giteal and given the class whose output we are currently modifying and
given the class; whose output is being used to perform the modifica we compute the modification component using a
fuzzy inference system (FIS). This FIS is defingdhe tool outputs and the confusion matrix entridge definitions of the
fuzzy sets are ‘very very low’, ‘very low’, ‘low"medium’ and ‘high’, ‘very high’, and ‘very very gh'. The plots of the
membership functions are shownFigure 3 The seven fuzzy sets are labeled 1 through €dovenience of representation.
Since the tool outputs and the confusion matrixiesitare both bounded between 0 and 1, their ptoduges as shown in
Figure 2 This is used as a guideline to define the rutesequents for the 49 rules (Table 7).

In words, one of the forty nine rules (which copesds to entry (3,5) ifiable?) is:
IF tool_output idow AND confusion_matrix_entry isigh THEN product isvery low

We use the product inference method to determiealégree of fulfillment of a rule, the normed waeghsum method for
rule response combination and the mean defuzaditanethod to arrive at a crisp final ansiver

The pseudo-code for implementing the above comipatats given below.

FOREACH t ool (t)
FOREACH cl ass (i)
Modi fi cati onConponent =zeros(1, t ot al O asses)
FOREACH cl ass (j)
Apply AssociationFIS to tool Qutput(t, j) and confusionEntry(t,i,j);
Get nodi ficati onConponent (j);
END
Modi fi edDeci si on=sun( nodi f cati onConponent);
END
END

We note that at this point, a normalization opgerais performed to ensure that the modified deaisiare values between 0
and 1.

The output of the fuzzy tool for the illustrativeaanple is:
Table 8: Output from the cross-correlation modubethod 3)
Class0 Class1l Class?2

Tool A 0.372 0.374 0.254
ToolB 0.313 0.249 0.438




Table 7: Schematic representation of the 49 rudke fuzzy inference system.
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3.4 Comparative results

We tested the performance of the three cross-etival methods via exhaustive Monte Carlo simulatiod before applying
them to the application as described below. Theritution of the first method to the fusion methamyy was a 9%
performance improvement over the benchmark algoritihe second method typically outperformed thetfin all
categories FP, FN, and FC and posted an improveafeB% over the first method. It also ran abod¥sifaster than the
first method. The third method was able to postrompments over the second by less than 1% (alepéages are given as
absolute measures) but at the price of a heavyltyef@ computational burden which increased witke tchosen
implementation by more than an order of magnitude.

4. APPLICATION TO DIAGNOSTIC INFORMATION FUSION

We applied the principles of cross-correlationhe tiagnostic information fusion task for a gadbing engine. The main
goal was to provide in-flight health monitoring edjlity for gas path faults. Gas path faults areltéathat can occur
anywhere within system components subject to the fof the air and exhaust gases, i.e., the fan,high pressure
compressor, and the high & low pressure turbinés. iliformation fusion module (IFM) is intended d@monstrate dual use
capability by being designed, and tested on batbramercial and a military engine (CFM56 and F1#8pectively)’. The
faults considered are:

* Fan fault — Fan blade damage, typically occurring tb bird strikes or other Foreign Object Damag®) during
takeoff.

»  Compressor fault — Compressor blade damage or @miahoperation

» High Pressure Turbine (HPT) fault — Typically at@drdoss of one or more blades, most commonlyrauhigh power
conditions.

e Low Pressure Turbine (LPT) fault — Typically a jpertoss of one or more blades, most commonly duhiilgh power
conditions. LPT blade faults are less frequent tHRi blade faults.

e Customer Discharge Pressure (CDP) fault — Leakaggcess of the desired bleed level commandetidwircraft and
communicated to the Full Authority Digital ElectiorControl (FADEC). FADEC does not have control otlee CDP
valve. The CDP valve takes air off the HP compre&souse in various aircraft functions such ascainditioning, cabin
pressurization, and anti-icing.

» Variable Bleed Valve (VBV) fault — VBV doors notading according to FADEC issued command, or onenore
doors get stuck in a particular position. VBVs ertended to prevent low pressure compressor stalls.

= Combustor Leak (Leak) fault - Holes burnt in lirserd hot gas leaks into the bypass duct.

» Variable Stator Vanes (VSV) fault — Manual errarsnistallation resulting in small misalignmentsviane angles. The
VSVs control the amount of air that goes throughhiyh pressure compressor.

* Inlet Guide Vane (IGV) fault — Manual errors in taation resulting in small misalignments in vaarggles. The IGVs
control the amount of air that goes into the fan.

e The combustor leak, VSV, and IGV faults are apjliego the military engine, while the CDP leak a8V faults are
applicable to the commercial engine only; otherwike faults are applicable to both engines.

Current diagnostic and condition monitoring systgy@serate information that, while unambiguous &irtepecific intended
application, will be less accurate as more faultecage is demanded from the tool and less defastaew diagnostic tools
are added to either enhance capability or address faults. This may lead to: 1) ambiguity in troegfiooting, 2)
maintenance personnel making uninformed decisi8nsfroneous component removals, and 4) high tipgraosts. The
fusion effort is one part of an overall projecttthddresses these problems through the designeahdfta condition-based
Intelligent Maintenance Advisor for Turbine Engir@SIATE) systent. The overall goal of the information fusion was to
combine the relevant diagnostic and other on-bodotmation to produce a fault diagnosis estimatenttigate each of the
aforementioned problems. The vision is to achiem®ee accurate and reliable diagnosis than anyiohatl diagnostic tool.

Several diagnostic tools (model based diagnostitstmeural nets, etc.) as well as non-diagnostiorination sources
(vibration, fault codes, etc.) were selected fdorimation aggregation. The functional architectafdMATE is shown in

Figure 5. We carried out extensive Monte Carlo $ions and rig tests to validate the tools as aslthe fusion module.
The overall classification task of the integratedimfusion module with the pre-processing tool l(iding the cross-
correlation module) improved the result by aboub wvders of magnitude compared to any individual slone from an
average of 10% misclassifications to 0.1% misclasgions. The effect of the cross-correlation medwas estimated to
contribute about 9-10% performance improvemenhi¢oaverall fusion scheme.
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5. SUMMARY AND CONCLUSIONS

We introduced a method that makes use of the pesfenisclassification of tools which are encodedffisliagonal entries
of the confusion matrix. The purpose is to use sxsrelation information to boost the fusion pemfance. This
information is either to discount or strengthen tbel output for each class, depending on the ntetbmployed. In
particular, we show three methods: one that distsotive tool output, and two that strengthen thé éoput. One of the
strengthening methods is cast in the frameworkipfy logic. We show that all three methods leadrtamprovement of the
fusion performance in the categories false posfif@se negatives, and false classified clasdesciioss-correlation module
has been designed in a flexible manner that altbesise within a hierarchical fusion architectuseslown in Goeb®l

Future work should address (within the pre-processietting) a discounting penalty for directly redant output across
tools. Currently we only have an implicit assumptibat tools must be sufficiently different to bpraductive contributor to

the fusion module. Other future work should addtbesaggregation of information from different donga Because we

could influence the design of the classifiers, wetplated the desired output format thus circumuagrthe need to deal with
aggregation of information in different domainstHé fusion task is to be performed for existinglépthere will be a need to
perform the tool output transformation. Finallye tharticular application may drive the need to adslrspecific challenges
which may be encoded as separate layers.
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